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EDK 11 edk2- CVE- 0 Buffer overflow in modules
stable201903 2021- AcpiPlatform
28212
EDK II edk2- CVE- 8.1 Possible heap corruption with
stable201903 2021- LzmaUefiDecompressGetinfo
28211
EDK 11 edk2- CVE- 6.3 Unlimited FV Recursion,round
stable201903 2021- 2
28210
EDK I edk2- CVE- 55 IA32_FEATURE_CONTROL
stable201903 2019- stays unlocked in S3 after a
14588 warm reset
EDK II edk2- CVE- 6.5 Logic issue EDK Il may allow
stable201903 2019- an unauthenticated user to
14587 potentially enable denial of
service via adjacent access.
EDK Il edk2- CVE- 8.0 Use after free vulnerability in
stable201903 2019- EDK Il may allow an
14586 authenticated user to potentially
enable escalation of privilege,
information disclosure and/or
denial of service via adjacent
access.
EDK II edk2- CVE- 7.5 NULL pointer dereference in
stable201903 2019- AuthenticodeVerify()
14584
EDK Il edk2- CVE- 7.8 Logic issue in
stable201903 2019- DxelmageVerificationHandler()
14575 for EDK Il may allow an

authenticated user to potentially
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enable escalation of privilege
via local access.
EDK II edk2- CVE- 7.8 Integer truncation in EDK |1
stable201903 2019- may allow an authenticated user
14563 to potentially enable escalation
of privilege via local access.
EDK II edk2- CVE- 55 Integer overflow in
stable201903 2019- DxelmageVerificationHandler()
14562 EDK Il may allow an
authenticated user to potentially
enable denial of service via
local access.
EDK II edk2- CVE- 7.5 Uncontrolled resource
stable201903 2019- consumption in EDK Il may
14559 allow an unauthenticated user to
potentially enable denial of
service via network access.
EDK II edk2- CVE- 5.7 Insufficient control flow
stable201903 2019- management in BIOS firmware
14558 for 8th, 9th, 10th Generation
Intel(R) Core(TM), Intel(R)
Celeron(R) Processor 4000 &
5000 Series Processors may
allow an authenticated user to
potentially enable denial of
service via adjacent access.
EDK Il edk2- CVE- 4.9 Improper authentication in EDK
stable201903 2019- Il may allow a privileged user
14553 to potentially enable
information disclosure via
network access.
EDK 11 edk2- CVE- 6.5 A NULL Pointer Dereference in
stable201903 2019- match_at() in regexec.c in
13225 Oniguruma 6.9.2 allows
attackers to potentially cause
denial of service by providing a
crafted regular expression.
Oniguruma issues often affect
Ruby, as well as common
optional libraries for PHP and
Rust.
EDK II edk2- CVE- 6.2 TianoCore EDK Il contains a
stable201903 2019- Time-of-check Time-of-use
11098 (TOCTOU) race condition in
MdeModulePkg that is
triggered after the Boot Guard
SCRYARAR 01 (2021-06-29) WAL © dbatsi NS = BHE REARA A 4
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ACM validates the hash of the
IBB. This may allow a
physically present attacker to
gain elevated privileges.

EDK 11

edk2-
stable201903

CVE-
2018-
12182

6.7

Insufficient memory write
check in SMM service for EDK
11 may allow an authenticated
user to potentially enable
escalation of privilege,
information disclosure and/or
denial of service via local
access.

OpenSSL

1.1.1f

CVE-
2021-
3449

5.9

An OpenSSL TLS server may
crash if sent a maliciously
crafted renegotiation
ClientHello message from a
client. Ifa TLSv1.2
renegotiation ClientHello omits
the signature_algorithms
extension (where it was present
in the initial ClientHello), but
includes a
signature_algorithms_cert
extension then a NULL pointer
dereference will result, leading
to a crash and a denial of
service attack. A server is only
vulnerable if it has TLSv1.2 and
renegotiation enabled (which is
the default configuration).

OpenSSL

1.1.1f

CVE-
2021-
23841

5.9

The OpenSSL public API
function

X509 issuer_and_serial_hash()
attempts to create a unique hash
value based on the issuer and
serial number data contained
within an X509 certificate.
However it fails to correctly
handle any errors that may
occur while parsing the issuer
field (which might occur if the
issuer field is maliciously
constructed). This may
subsequently result in a NULL
pointer deref and a crash
leading to a potential denial of
service attack. The function
X509 issuer_and_serial_hash(
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OpenSSL

1.1.1f

CVE-
2021-
23840

7.5

Calls to EVP_CipherUpdate,
EVP_EncryptUpdate and
EVP_DecryptUpdate may
overflow the output length
argument in some cases where
the input length is close to the
maximum permissable length
for an integer on the platform.
In such cases the return value
from the function call will be 1
(indicating success), but the
output length value will be
negative. This could cause
applications to behave
incorrectly or crash. OpenSSL
versions 1.1.1i and below are
affected by this issue. Users of
these versions

OpenSSL

1.1.1f

CVE-
2020-
1971

5.9

The X.509 GeneralName type is
a generic type for representing
different types of names. One of
those name types is known as
EDIPartyName. OpenSSL
provides a function
GENERAL_NAME_cmp
which compares different
instances of a
GENERAL_NAME to see if
they are equal or not. This
function behaves incorrectly
when both GENERAL_NAMEs
contain an EDIPARTYNAME.
A NULL pointer dereference
and a crash may occur leading
to a possible denial of service
attack. OpenSSL itself uses the
GENERAL_NAME_cmp
function

OpenSSL

1.1.1f

CVE-
2020-
1967

7.5

Server or client applications that
call the SSL_check_chain()
function during or after a TLS
1.3 handshake may crash due to
a NULL pointer dereference as
a result of incorrect handling of
the "signature_algorithms_cert"
TLS extension. The crash
occurs if an invalid or
unrecognised signature
algorithm is received from the
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peer. This could be exploited by
a malicious peer in a Denial of
Service attack. OpenSSL
version 1.1.1d, 1.1.1e, and
1.1.1f are affected by this issue.
This issue did not affec
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